



[bookmark: _Ref129033928]Annexure C
[bookmark: _Toc133834877]Compliance with RSD Template
Instructions for completion:
This template refers to paragraphs of the Registry Services Description which are of particular importance to auDA. 
Responses must be either Yes or No. If the Tenderer has instances of partial compliance, or planned future compliance, it should record 'No' and provide supporting commentary to explain the non-compliance in the table at the bottom of this template.
	RSD REFERENCE
(BARE NUMBER INDICATES WHOLE PARAGRAPH)
	SHORT DESCRIPTION OF COMPLIANCE MATRIX
	TENDERER'S RESPONSE (Y/N) 

	4.1.(a)(i) - 4.1(a)(ii)
	.au registry infrastructure isolation requirements. The architecture must be designed to generally minimise negative impacts to the .au infrastructure from other shared infrastructure users.
	 

	4.1(a)(iii) - 4.1(a)(v)
	Australian presence requirements. The operating environment used, whether it be public cloud, private cloud, co-location, or private data centre, must always be at a location within Australia pre-approved by auDA.
	 

	6.1 - 6.6
	Business rule configuration requirements for all interfaces. auDA has rules that may be different from other registries. The Registry Operator must comply with auDA's business rules.
	 

	6.7
	DNS Glue Records. The Registry System must implement a narrow glue policy.


	 

	6.8
	DNS Wildcard Prohibition. The Registry System must follow the DNS Wildcard Prohibition requirements.
	 

	6.16
	.au Extensions. The Registry System must support the collection of .au specific EPP extension fields (Registrant, Registrant ID, Eligibility Type, Eligibility Name, Eligibility ID) in the domain name objects required for .au requirements.
	 

	6.17
	Domain Name Expiry Date Synchronisation. The Registry System must support a function that allows registrars to synchronise expiry dates for a group of domain names.
	 

	6.18(a)(iii), 6.18(a)(vi)
	PolicyDelete. The Registry System must support a PolicyDelete and PolicySuspension command (clause 2.16 of the .au licensing rules).
	 

	6.19
	Reseller ID. The Registry System must support the Reseller ID functionality as described in auDA policy.
	 

	6.20
	Configurability. The Registry System should support system-wide and namespace configuration parameters.
	 

	7
	Registry EPP Interface. Extensible Provisioning Protocol (EPP) requirements, including extensions for auDA requirements. The Registry Operator must comply with these requirements.
	 

	7.2(a) - 7.2(b)
	EPP Standards. The Registry System must provide a programmatic provisioning Registry EPP Interface that is compliant with all EPP RFCs.
	 

	7.2(c)
	EPP Command Extensions. The Registry System must provide EPP command extensions required for .au requirements: Association, Domain Sync, AU Extension, and Policy.
	 

	8
	Registry HTTPS Web Interface. The Registry System must provide an HTTPS provisioning and management interface. The Registry Operator must comply with the requirements for this system.
	 

	9.1 - 9.4
	Public WHOIS Service. The Registry Operator must comply with the Public WHOIS Service requirements, available via a port-43 based WHOIS interface and a HTTPS based Web Interface.
	 

	9.5
	[bookmark: RANGE!C27]RDAP Based Public WHOIS Service. The Registry Operator must operate an RDAP based Public WHOIS service upon receiving written notice from auDA to commence the service.
	 

	10
	Domain Availability Check Service. The Registry System must provide a port-43 based Domain Availability Check API to check availability of names.
	 

	 
	 
	 

	11
	Registrant Password Recovery Service. The Registry System must provide a Registrant Password Recovery Service to allow registrants to obtain the EPP AuthInfo code to authorise transfers between registrars.
	 

	12
	Registry Lock Service. The Registry System must provide a Registry Lock function which sets specific statuses to a domain name to prevent standard registrar API functions from modifying the state of the name.
	 

	13
	Domain Drop List Service. The Registry System must provide a public Domain Drop List service that provides a list of soon to be released expired and deleted domains.
	 

	14
	Domain Statistics Service. The Registry System must provide an API to retrieve and publish statistical data about the registry.
	 

	15
	Integration with auDA API. auDA intends to develop a Registration Data Validation Engine to perform in-path validation of eligibility credentials during registration process via an auDA API. The Registry Operator must implement this Engine and operate the system upon receiving written notice from auDA to commence the service.
	 

	16
	.au direct Priority Applications. The Registry Operator must provide a system to support the Priority Application Services including the.au domain names that remain in Priority Hold. Conflicts within .au Direct Registrations are resolved following the .au Direct Priority Implementation Rules.
	 

	17
	DNS Signing and Publication Service. The Registry Operator must provide a DNS Signing and Publication Service that facilitates changes in relevant Registry Data being propagated to the Authoritative DNS Service, utilising DNSSEC signing. 
	 

	18
	DNS Resolution Metrics. The Registry Operator must provide auDA logging data of all queries and responses that their Authoritative DNS Service processes.
	 

	19
	Authoritative DNS Service. The Registry Operator must provide an Authoritative DNS Service for the Designated Namespaces. The service must be in compliance with all DNS RFCs. The Operator must comply with these requirements.
	 

	19.1(f), 19.1(h)
	Authoritative DNS Server Locations. The Authoritative DNS Service has specific location requirements, both within Australia, and the rest of the continents of the world. The Registry Operator must comply with these requirements.
	 

	20
	Data Repository Environment. auDA will maintain a data repository environment that enables it to store copies of the Registry Operator's registry software source code, a complete real-time replication of the registry data and all ancillary software source code. The Registry Operator must provide auDA with, and keep up to date, the information specified in this RSD paragraph. 
	 

	21
	Support for auDA's Business Continuity Plan. auDA must be able to replicate the original Registry environment for purposes of Business Continuity Planning. The Registry Operator must provide information and support to facilitate this environment, following the requirements in this RSD paragraph.
	 

	22
	Emergency Transition Plan. auDA is required to have an Emergency Transition Plan for situations where the Registry Operator is unable to execute on its Business Continuity Plan or the Registry Operator is in breach of the Registry Services Agreement. The Registry Operator must work with auDA to develop an Emergency Transition Plan.
	 

	23
	Miscellaneous functions. auDA has several other miscellaneous functions described in this RSD paragraph. The Registry Operator must deliver these miscellaneous functions.
	 

	24
	Reporting Functions. auDA has a set of required reporting functions. The Registry Operator must supply the required reports.
	 

	25.3
	Registrar Toolkits. The Registry Operator must provide a Registrar Toolkit that Registrars can use to help them interface with the Registry EPP Interface.
	 

	25.4
	Registrar Portal. The Registry Operator must provide a Registrar Portal that provides Registrars with HTTPS access to technical information about the Registry System.
	 

	25.5
	Registrar Documentation. The Registry Operator must provide documentation as described in this RSD paragraph.
	 

	25.6
	Registrar Accreditation Testing Service. The Registry Operator must implement a Registrar Accreditation Testing Service to evaluate the technical capability and compliance of provisionally accredited Registrars.
	 

	26
	Informational Public Website. The Registry Operator must provide an HTTPS based website for the general public that serves as the ‘home’ for the Registry.
	 

	27
	Technical Support Desk. The Registry Operator must operate a technical support desk for Registrars and auDA.
	 

	28.1 - 28.5
	Hosting Environments. The Registry Operator must provide the following Registry System environments: User Acceptance Testing, Operation Testing and Evaluation 1, Operation Testing and Evaluation 2, and Production, according to the requirements in these RSD paragraphs.
	 

	28.5 - 28.7
	Production Environment. The Registry Operator must provide a production environment that complies with auDA's requirements as specified in these RSD paragraphs, and the environment platform must be approved by auDA.
	 

	28.7(a)(iv)
	Network Ingress Filtering. The Registry Operator must use Network Ingress Filtering for protection of the environments.
	 

	29
	Service Levels. The Registry Operator must operate at performance levels specified in this paragraph of the RSD, following measurement protocols as described.
	 

	30.1
	Key Personnel in Australia. The Registry Operator must have a sufficient number of Personnel (including at least one Key Personnel) and administrative operations staff located in Australia.
	 

	30.2
	Monitoring. The Registry Operator must have a fully redundant monitoring system in place monitoring all aspects of the systems.
	 

	30.3 - 30.10
	Operational Functions. The Registry Operator must follow the general operational requirements specified in these paragraphs of the RSD.
	 

	30.11
	Daily Log Reports. The Registry Operator must provide log files as specified in the Log Ingestion Specification.
	 

	30.12
	Quality Controls. The Registry Operator organisation must obtain and maintain an ISO9001:2015 Quality Management Systems or any successor accreditation.
	 

	30.13
	Security and Operational Controls. The Registry Operator must obtain and maintain an ISO27001:2022 Information security, Cybersecurity and privacy protection accreditation, or any successor accreditation.
	 

	30.14
	Disaster Recovery and Business Continuity Planning. The Registry Operator must obtain and maintain an ISO22301:2019 Business Continuity Management Systems accreditation, or any successor accreditation.
	 

	30.15
	Risk Management. The Registry Operator must develop, implement and maintain a comprehensive risk management framework in compliance with ISO 31000 – Risk Management.
	 

	30.16
	External Audit and Testing. The Registry Operator must at least once a year conduct an external audit on all the Security and Business Continuity controls put in place to address the requirements of this specification.
	 



	Supporting commentary to explain any non‑compliance:
	Please provide supporting commentary to explain any non-compliance in the above table.
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