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Agenda

1. Introductions

2. Measuring your Cyber Risk

3. Understanding Cyber Threats
4. Building Cyber Fitness
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. Q&A
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Protect your business through Cyber Fitness
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@ Asset Register
@ Risk Assessment
M Benchmarking

B Activity Tracking

B Security Alerts
K Security Actions
@ Programs
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& shared prioriies

@ Cybor Ftness Report
B Compliance Reports
@8 Security Documents
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L Check out your Cyber Fitness 1. Check in on your riskiest technologies
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Reviewall 95
Actionstep Laptop technologies.
Complete the actions below to build Cyber Fitness of your business.
o v
# Tick off the latest threats to your business T Keep working on your goals

Install Windows securlty updates T
Bl Cyber as a Service

Install Windows security updates. 3
\

Share your Device Secuity Guidelines with your team ™ Cyber Fitness for Schools

A merysedionn ==

More > 4 completed
Protect your legal practice
X accounts
.. Take meaningful steps

Find a new goal to strive for
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o @  Checkthatthe latest Wordpress security update has been instalied P
9
o

Conduct regular exteral Penetration Tests >
Turn on sutomatic updstes for your Gevice

Create Access Management Guidelines.
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Measure your
cyber risk

Build your
cyber fitness

Share your
priorities

Show your
cyber strength
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Ausi- pusinesses are under attack
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Who's in charge?



What's important to your business?
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With Tracking Keeping

At Home As A Team . ;
Customers Finances Information
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The other CIA

Confidentiality Integrity Availability
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What's keeping you up a
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Start with your biggest concerns
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Protecting social
media
communications

Keeping up with
privacy law
changes

Keeping
accounts private

Staying away
from dangerous
emails

Responding to a
cyber incident

Staying safe on
the web

Recovering data
when it's lost

Knowing when to
install updates

Controlling who
has access

3

¢Jcynch



ASIC R advice

Investments Commission

RI did not adopt and implement adequate and
tailored cybersecurity documentation and controls in
each of the following cybersecurity domains:

governance and business environment
risk assessment and risk management
asset management

supply chain risk management

access management

personnel security training and awareness
data security

secure system development life cycle and
change management

baseline operational security

security continuous monitoring
vulnerability management

incident response and communication
and continuity and recovering planning.

“Critical Infrastructure” Bill
Strengthening Australia’s
cyber security regulations and
incentives discussion paper

e Ransomware Action Plan

Australian Government Australian Government

Department of Education,

Skills and Employment Department of Defence
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What steps have you already taken?
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Device permissions
Security updates

Email account protection
Data backups

Web browser setup
Strong passwords

L
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Office application
configuration
Response plans
Insurance
Business processes
Staff training
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Cyber Fitness
Priorities

Awareness training
Impersonation prevention
DNS filtering

Risk management
Supplier assurance
Review obligations

Review capabilities
Update configurations
Proactive alerting
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Start building Cyber Fitness today

L® https://cynch.com.au/auda

Today 4 Document the key technologies supporting your business. E]
4 Cive your business a cyber fitness checkup. :
4 Prioritise the things keeping you up at night.

After

Cyber fitness alerts »
Today

Track and compare your progress I h % A v
Document generation - -
Coaching support ‘%

No ongoing obligation —
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Follow @cynchsec e Al el 7 3
on social media :


https://www.facebook.com/cynchsec/
https://www.linkedin.com/company/cynchsec
https://twitter.com/cynchsec
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